HIEP DPINH
GIUA CHINH PHU NUGC CONG HOA XA HQOI CHU NGHIA VIET NAM
VA CHINH PHU LIEN BANG NGA VE HOP TAC
TRONG LINH VUC BAO PAM AN NINH THONG TIN QUOC TE

Chinh pht nuéc Cong hoa x3 hdi chu nghla Viét Nam va Chinh phu Lién
bang Nga, sau diy duoc goi la hai Bén,

Nhan thay nhing tién bo dang ké trong viéc phét trién va 4p dung cong
nghé thong tin va truyén théng mai nhét tao ra tac dong déng ké t6i hoat dong
bao d¢am an ninh thong tin quéc té,

Hiéu dugc tam quan trong to 16n ctia cong nghé théng tin va truyen
théng v6i sy phat trién kinh té x4 hoi, phyc vu loi ich cua con ngudi va duy tri
nén hoa binh, an ninh va én dinh quéc té trong bdi canh hién nay,

Thé hién sy quan ngai dbi VOl cac mbi de doa lién quan den viée c6 thé
su dung cong ngh¢ thong tin va 1ruyen thong xam hai dén cht quyén va an ninh
cac qudc gia, can 1hlep vao cong viéc ndi bd cua nhau, xdm pham doi séng c4
nhén cla cong dén, gy mét 6n dinh chinh tri, x& hoi, kinh té trong nudec, kich
dong céc cudc tranh chip lién sic tdc va lién ton gido... mau thuln véi muc
dich bio dam hoa binh, an ninh va 6n dinh quéc té,

Hiéu duge tdm quan trong cua an ninh théng tin qubc t& 1a mot trong
nhiing nhan t6 then chédt ciia hé théng an ninh qubc té,

Ung hé viéc xdy dung va thong qua dudi sy bao trg cla Lién hop quoc
céc tiéu chudn, quy tac hodc nguyén tic ung xir ¢6 trach nhiém cua cac quoc
gia trén khong gian mang d8 c6 thé thuc ddy viéc bao dam an ninh cong bing
cho céac quoc gia,

Khéng dinh chu quyen quéc gia va céc quy tic, quy dinh quoc té duoc
xuét phét tir chii quyén quédc gia ap dung cho hoat ddng cua cac quoc gia lién
quan tdi cong nghé thong tin va truyén théng, va ap dung voi thiAm quyén quoc
gia d6i v6i co s& ha ting cong nghé thong tin va truyén théng trong lanh tho
quéc gia do, cling nhu quyén ty quyét dinh va thue hién chinh sach qubc gia_ vé
vén dé lién quan t6i mang lu6i thong tin va truyén théng ciia minh, bao gdm
bao dam an ninh,

Tin tudng ring, viéc cing cb su tin cdy va phéi hop giita hai Bén trong
viéc st dung cong nghé thong tin va truyén thong la van dé cip bach va dép
ung loi ich cta hai Bén,

Hiéu duoc tAm quan trong dc biét vé su c4n béng giita bao dam an ninh va
t6n trong quyén con ngudi trong linh vuc cong nghé thong tin va truyén théng,

Nhim muc dich ngan chin cac mdi de doa téi an ninh théng tin quéc té,
béo vé loi ich an ninh théng tin cla nha nudc moi Bén dé phat trién moi trudng




thong tin quéc té, tir d6 tao diéu kién cho viéc bdo dam hoa binh, an ninh, su
minh bach va hop tac,

Mong muén thiét lap co s& vé phap ly va co ché cho sy hop tac gitra hai
Bén trong linh vyuc an ninh théng tin quoc t& trén co s& tén trong ddc 1ap, chu
quyén, loi ich va toan ven 1anh thé clia nhau va khong nhim phuong hai dén loi
ich cta bén thi ba,

D3 théng nhit nhu sau:

Piéu 1
Cic mbi de doa chinh trong linh vire an ninh théng tin quéc té

Hop tac trong viéc thuc thi Hiép dinh nay, hai Bén dénh gia cac mbi de
doa chinh t6i an ninh théng tin quoc té la viée sir dung céng nghé théng tin va
truyén thong:

1. Pé thuc hién cac hanh dong nhim de doa téi chd quyén, an ninh va
toan ven lanh thé cia qudc gia;

2. Gy hai den kinh té va céc mdi nguy ha1 khac bao gém anh hudng tiéu
cuc dén cac yéu td v& co s& ha tang thong tin;

3. Vi muc dich khing bd ciing nhu truyén bé tu tuéng khing bd va tham
gia hoat dong khiing bd;

4. Thye hién t6i pham bao gdm céc tdi pham lién quan téi viéc truy cép
bit hop phép thong tin mdy tinh, mang may tinh va mang Internet;

5. Can thiép vao cac cong viéc ndi by ciia nha nudc, vi pham trét tu x& hoi,
xui giuc xung dot lién séc toc, ching tdc va t6n gido, ung ho cho cac y tudng, luén
thuyét phan biét chung tdc va bai xich ngudi nuéce ngoai dan dén viéc cham ngoi
cho long hén thu, phén biét d6i xir va kich dong gay bao loan, gy mét 6n dinh
tinh hinh kinh t&, x& héi, chinh trj ndi bd, vi pham quan ly nha nuéc;

6. Truyén ba céc thong tin gy hai dén hé théng chinh tri cong va kinh t&
x4 hQi, moi trudong van hoda, dao dic tinh than cia nha nude moi Bén.

Pitu2
Nguyén tac chung vé hop tac

1. Hai Bén hop tac trong linh vuc b3o dam an ninh théng tin qudc té
trong khudn khd Hiép dinh nay nhim thac diy phat trién kinh té x& hoi, phu
hop v6i muc ti€u duy tri hoa binh, an ninh va 6n dinh qudc t& va cac nguyén
téc, quy pham cua lut phap quoc té dugc cong nhén rong rai, bao gom cac
nguyén tic ton trong chi quyén va toan ven lanh thd ctia nhau, giai quyét hoa
binh céc xung dot va tranh chap, khong str dung vii lyc va de doa vil luc, khong
can thiép vao cong viéc ndi bg, tén trong quyén con ngu’cn va cac quyén tu do
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co ban, cling nhu nguyén tic horp tac song phuong va khong can thiép vao
ngudn thong tin clia Nha nude moi Bén.

2. Hoat dong cua hai Bén trong khu6n khd Hiép dinh ndy phai tuén tha
céc quy dinh phap luét cla m01 Bén. Cac Bén khong can thiép vao cong viéc
ndi bo cua nhau, ton trong quyén con nguorl va céc quyén tu do co bén, cling

nhu nguyen tic hop téc song phuwong va khéng can thiép vao cdc ngudn thong

tin cua Nha nuéc Bén kia.

3. Mdi Bén c6 quyén nhu nhau trong béo mét cac ngudn théng tin cta
nudc minh khoi st dung va can thiép tréi phép, bao gom ca hoat dong tan cong
mdy tinh. C4c Bén khéng tién hanh cac hoat dong chéng lai Bén kia va hd trg
Bén kia trong viéc thuc hién cic quyén néu trén.

4. Ton trong chu quyén va toan ven lanh thd, giai quyét mot cach hoa
binh cac tranh chép va xung dot, khong st dung vii lyc hay de doa sir dung vii
luc; nd luc dé co sé ha ting théng tin, tai nguyén thong tin cia cac Bén khong
bi Bén thir ba 1gi dung gy thiét hai cho Nha nuéc mébi Bén.

Diéu 3
Cac hoat dong hop tac chinh

1. Xem xét mbi de doa chinh thirc dugc néu tai Piéu 1 cua Hiép dinh
ndy, hai Bén, dai dién duoc ty quyén va co quan c6 thAm quyén ciia hai Bén
duoc chi dinh theo Piéu 5 cta Hiép dinh nay, hop tac bdo dam an ninh thong
tin qudc té trén céc linh vuc chinh sau:

1) Tham gja xay dung, thac day cac quy chudn luat phép qubc té vé béao
dam an ninh théng tin quéc gia va qudc té;

2) Phéi hop d4u tranh phong, chéng cic méi de doa trong linh vuc béo
dam an ninh théng tin quic t& dwoc néu tai Diéu 1 cua Hiép dinh nay;

3) Trao ddi thong tin trén linh vuc thyc thi phép ludt phuc vu didu tra céc
vu viéc lién quan dén st dung coéng nghé théng tin va truyén théng vao muc

dich khiing b6 va t6i pham;

4) Bam phéan thdng nhét va thyc hién cac bién phap xéy dyng long tin
cén thiét gép phan bao dam an ninh théng tin qudc té;

5) Trao d6i thong tin gilta cic co quan c6 thim quyen hai Bén vé van dé
bao dam an ninh, bao gébm hop tac gilra cac co quan c thAm quyén cta hai Bén
trong linh vuc ung phé véi céc sy ¢6 mdy tinh;

6) Trao dbi théng tin vé luat phap clia hai Bén lién quan dén bao dam an
ninh théng tin;

7) Hb trg hoan thién co sé phép 1y song phuong va co ché thyc tién hop
téc hai Bén trong bao ddm an ninh théng tin qudc té;




8) Téang cudng hop tac va ph01 hop hanh dong gilta hai Bén lién quan
dén bao dam an ninh théng tin quéc té trong cac tb chirc va dién dan quéc té
(bao gom Lién hop qudc, Lién minh Vién théng qubc té, TS chirc Tiéu chuin
héa qudc té va cac td chirc khéac);

9) T chitc cac budi lam viée, hoi nghi, hoi thao va cac dién dan khac
cua dai dién va chuyén gia dugc uy quyén cta hai Bén trong linh vyc an ninh
théng tin quéc té;

10) Tang cudng hop tic do tao, tap huln, trao dbi chuyén gia trong linh
‘vuc an ninh théng tin gifta hai Bén;

11) Hop tac chuyen glao cdng nghé trong linh vuc an ninh théng tin theo
quy dinh cta ludt phap moi Bén;

12) Tao didu kién dé céc co quan cé thAm quyén cia mai Bén phdi hop
thue hi€én Hiép dinh nay.

2. Hai Bén va co quan c6 thdm quyén ciia hai Bén c6 thé xac dinh céc
huéng hop tac khic béng vin ban thoéa thuan cu thé.

Pitus
Co quan dieu phoi

Nhim tao diéu kién thuc hién hiéu qua c4c diéu khoan ctia Hiép dinh va
thiét 13p kénh phdi hop truc tiép gitta nude Cong hoa x& hdi chu nghia Viét
Nam va Lién bang Nga trong khuén khé Hiép dinh, hai bén xé4c dinh co quan
diéu phdi:

- V& phia nuéc Cong hoa x3 hoi chu nghTé Viét Nam - Bo Cong an;
- V& phia Lién bang Nga - Vin phong Héi ddng An ninh Lién bang Nga.

Trong truong hop can thiét, hai Bén c6 thé thay ddi co quan diéu ph01 va
kip thoi théng bao bang vin ban cho phia Bén kia thong qua kénh ngoai giao.

Piéu 5
Hinh thire va co che hop tac

1. Hai Bén tién hanh hoat dong phdi hop theo phuong huéng hop tac cu
thé duoc quy dinh trong Hiép dinh théng qua co quan c6 thdm quyén cua hai
Bén ¢6 trach nhiém thi hanh Hi€p dinh nay. Trong vong 60 ngay ké tir ngay
Hiép dinh c6 hi¢u lyc, hai Bén trao ddi thong tin qua kénh ngoai giao vé co
quan cé thdm quyén ctia hai Bén chju trach nhiém thi hanh Hiép dinh nay.

2. Nhim muc dich tao co s& phap ly va t6 chirc cho viéc hop tic trong
céc linh vyc cu thé, co quan c6 thim quyén cia Chinh phi hai Bén c6 thé ky
két cac thoa thudn lién nganh lién quan.




3. Hai Bén t chirc tham vén thuong xuyén gifta cac co quan duge uy
quyén va co quan c6 thAm quyén ciia hai Bén nhdm ra soat cong tac trlen khai
Hiép dinh, trao ddi thong tin, phén tich dénh gia cac mdi de doa dang ndi lén
a6i voi an ninh théng tin quc té, cling nhu nham xac dinh, thdng nhét va phéi
hop trién khai c4c bién phap g phé chung d6i véi cac nguy co nay.

Trén co so nhét tri clia hai Bén, céc budi tham vén trén s& dugc t§ chirc
02 1an mdi nam luén phién tai nudc Cong hoa x& hoi chu nghia Viét Nam va
Lién bang Nga.

M>bi Bén c6 thé d& nghi t6 chirc thém céc budi tham van va d& xuét thoi
gian, dia diém va chuong trinh nghi su.

Piéu 6
Bédo mat thong tin

Hai Bén tién hanh cac bién phép can thiét bao mat céc thong tin dugce chuyén
giao hodc phét sinh trong qué trinh hop tac trong khudn kho Hiép dinh nay. Viée
ti€p cén thong tin bi gidi han do phap ludt nha nuée cta hai Bén quy dinh.

Céac thong tin dugc bao mit theo phép luét va cac van ban quy pham
phap luat c6 lién quan clia Nha nuéc Bén tiép nhan thong tin. Thong tin nay s&
khéng dugc tiét 16 hodic chuyén giao ma khéng c6 sy ddng y bing vin béan cia
Bén chuyén giao thong tin.

Thong tin s& duge phén loai theo dung quy dinh ctia phap luft cia Nha
nudc moi Bén.

Trinh ty trao d6i, bao mat théng tin bi mat qudc gia Lién bang Nga hay
tai liéu mat ciia nude Cong hoa x& hdi chii nghia Viét Nam dugce xac dinh theo
Hiép dinh gitta Chinh pht nuéc Cong hoa x& hoi chil nghia Viét Nam va Chinh
pht Lién bang Nga vé bao vé thong tin mat ky ngay 27/3/2002.

Piéu 7
Tai chinh
1. Hai Bén s& chiu céc chi phi cho dai dién va chuyén gia clia minh khi
tham gia céc hoat dong dién ra trong qua trinh thyc thi Hiép dinh.

2. V& céc chi phi khéc lién quan dén viéc thyc thi Hiép dinh, trong timg
trudng hop cu thé hai Bén c6 thé théng nhét cac thi tuc tai chinh khéac tuin
theo ludt phap cua nha nudc minh.

Dicu 8
I’\ . o« A n re 14 -k r A I: r
Moi lién h¢ véi cac Pieu wée quoc té khac

Hiép dinh nay khoéng anh huong dén cac quyén loi va nghia vu ctia mdi
Bén phat sinh tir cac didu uéc qudc té khic ma nha nuéc Bén d6 dang tham gia.
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Piéu 9
Gidi quyéet cac tranh chap

Hai Bén s& giai quyét cac tranh chép phat sinh do giai thich hodc 4p dung
céc diéu khoan cia Hiép dinh nay théng qua tham vén va dam phan giita céc co
quan cé thim quyén hai Bén va théng qua kénh ngoai giao néu cén thiét.

_ Ditu10
Dieu khoan thuc thi

1. Hiép dinh nay c6 hiéu luc tir ngay 30 (ba muol) ké tir khi nhén dugc
thong bao sau cung cua hai Bén thdng qua duong ngoai giao vé& viéc hoan tit
céc thi tuc ngi bd can thiét dé Hiép dinh c6 hiéu luc.

2. Theo thda thuan hai Bén c6 thé sira dbi Hiép dinh nay. Céc chinh sira
12 mdt phén khéng thé tach roi cla Hiép dinh va s& duoc thé hién thanh nghi
dinh thu riéng.

3. Hi€p dinh nay s& chim dut hidu luc sau 90 ngay ké tir khi mot Bén
nhan dugc théng béo bing vin ban qua dudng ngoai giao cia Bén kia v& ¥ dinh
cham dirt hidu luc Hiép dinh. Viéc chdm dirt hidu luc coa Hiép dinh nay khéng
lam anh hudng dén hoat dong hop tac dang duoc hai Bén thuc hién hodc théng
nhét trién khai trude do.

4. Trong trudng hop chim dut hiéu luc Hiép dinh nay, hai Bén phai c6
bién phap nhdm hoan thanh nghia vu cta minh trong bao mét théng tin cling
nhu hoan thanh céc hoat dong, du 4n, su kién chung da théng nhét trude do,
dang duoc trién khai trong khudn khé Higp dinh nay nhung chua két thic khi
Hiép dinh chim dit hiéu lyc.

Hiép dinh duoc lam tai ‘S K vao ngay Q6 thang 9 ndm 2018
thanh hai ban, mdi ban bang tiéng Viét, tiéng Nga va tiéng Anh, céc van ban c6

gid trj nhu nhau. Trong trudng hop cé khac bidt vé cach hidu, vin ban tiéng
Anbh s€ duogc sur dung.

THAY MAT CHINH PHU NUGC THAY MAT CHINH PHU
CONG HOA XA HQI CHU NGHIA VIET NAM LIEN BANG NGA
%2/ /%/

c Tin %a,m/ SQV X Lavsov
EMW*—Q%MM zf%ﬁitw‘*njgo/ j/’f‘“’
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COI'VIAIIEHNE
MEXIY IIPABUTEJbCTBOM COLHUAJMCTIYECKON PECITYBJIMKHA
BBETHAM M IIPABUTEJIbCTBOM POCCUMICKOM ®EJEPAIANA
O COTPYIHHUYECTBE B OBJIACTHA OBECIIEYEHUS
MEXIYHAPOJHOM NH®OPMAIVIOHHOM BE3OIIACHOCTH

IlpaButenscrBo  Coumanuctuyeckoit  Pecuybnuku  BheTHam

IIpaBurensctBo Poccuiickoit ®enepanunmu, nanee umeHyemslie CTopoHamu,

OtmMmeuas 3HaUUTENBHBIN [IPOrpecc B Pa3BUTHH M BHEAPEHUH HOBEHIIMX
UHPOPMaIMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH, OKa3bIBAIOIIHX
CYILECTBEHHOE BIMsIHUE Ha obecreueHre MexayHapoJHOH MHGOPMAIIOHHOR
0e301IacHOCTH,

Otmeuas Oonpinoe 3Ha4YeHHEe HHGOPMAIMOHHO-KOMMYHHUKAI[IOHHBIX
TEXHONOTMH AN COLMAIbHO-D)KOHOMHYECKOro pa3BHTHS Ha Onaro Bcero
9eloBeYeCTBa, a TakxkKe [UI IIOANEpXKaHWUS B COBPEMEHHBIX YCIOBUAX
MEX[yHapOIHOro MHpa, 6€30IIaCHOCTH ¥ CTabWILHOCTH,

Bmpamaﬂ 03a004YCHHOCTD yrposamu, CBA3aHHBIMH C BO3MOXHOCTSAMH
HCITOJIE30BaHUSA I/IH(bOpMaIII/IOHHO-KOMMYHI/IKaIII/IOHHI:IX TEXHOJIOTHH B HeJAx,
H€ COBMECTHMBLIX C 3aJa4aMH obecneyeHus MEXJayHapoJHoro Muypa,

0€30MMacHOCTH U CTB.6I/IJ'II>HOCTI/I, AN TIoAphIBA CYBEPEHUTETA U 0e30macHOCTH

rocylapCTB M BMeEIIaTeNbCTBA B MX BHYTPEHHUE JieNa, HapylleHHs
HE[PUKOCHOBEHHOCTH  YaCTHOH  JKM3HM ~ IpaxiaH, JecTabuim3aiuu
BHYTPHIIONIUTHYECKOM U COLMaIbHO-3KOHOMHUYECKOH 00CTAHOBKH, Pa3KUTaHUsA
MEXHAIMOHANFHON 1 MEXKOH(ECCHOHANBHOMR BPaX b,

[lpunaBas BaXKHOE 3HAYEHHE MEXIyHApOAHOW WHGPOPMALIOHHON
0e3omacHOCTH KaK OJHOMY M3  KJIIOYEBBIX  DJIEMEHTOB  CHUCTEMBI
MeXIyHapOIHOM Oe30ImacHoCTH,

[Tonnepxusas pazpaborky u npuustue 101 srugod OOH nOpM, npaBuil,
IPUHIMIIOB OTBETCTBEHHOI'O ITOBEJIEHMS I'OCYlNapCcTB B HHPOPMALMOHHOM
IPOCTPAHCTBE YIS COJEHCTBIS 00ECIeYCHHIO PaBHOM 0e301acHOCTH AJ BCEX

CTpaH,

[TonTBepxmas  TO, YTO  TOCYHApCTBEHHBIH  CyBEpEHHUTET U
MEXIAYHapOJHbBIE HOPMBI ¥ IPUHIMIIBI, BBITEKAIOIME U3 IOCYAapCTBEHHOIO
CYBEpPEHHTETa, pAaCHpOCTPAHSIOTCS Ha IIOBEJIEHHE TOCyHapcTB B paMKax
HNESITENBHOCTH,  CBS3aHHOM  C  HCIIOJNB30BaHMEGM  HH(OPMAaLUOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOIWH, H IOPUC/MKLMIO TOCYyJapcTB  Hal
MH(GOPMaIMOHHON HHOPACTPyKTYpOH Ha HX TEPPUTOPHH, a TakXe TO, YTO
TOCYZJapCTBO HUMeEeT CYBEpeHHOe IIpaBO ONpeleNsTs U I[POBOAMTH
TOCYIapCTBEHHYIO IIOJIUTHKY II0 BOIPOCAM, CBSI3aHHBIM C WH(POPMAaIOHHO-




TEJIEKOMMYHHUKAIIOHHOH  ceThlo  «MHTepHer», BKIOYas obecriedeHHe
Oe3omacHocTH,

Bynyuun y6exIeHHBIMU B TOM, 4TO AajbHeHIIee yriryOleHrne OBepUsI U
passutHe  B3auMmogedcrBus  CropoH B 00jacT  HMCIONB30BAHHS
HMHGOPMAIIMOHHO-KOMMYHHUKAMOHHBIX TEXHOJOIUH ABJISIOTCS HACTOSTEILHOM
'HEOOXOAMMOCTBIO ¥ OTBEYAIOT X MHTEPECAM,

Ilpunasass BaxkHoe 3HayeHHe OamaHcy Mexay obecneueHreM
GesomacHOoCTH U COOMIONEHMEM IIpaB YejoBeKa B OOJIACTH HCIIOJIB30BaHMSA
HHGOPMaIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHHA,

Crpemsch IpemoTBpaIlaTh YIPoO3sl MEXIYHAPOAHON HHGOPMALMOHHOM!
OesomacHOCTH, O0OECIeYUTh HHTEPeCH HH(GOPMAIMOHHOM 6GEe301MacHOCTH
rocymapcts  Cropon B mensx  GOpMUPOBaHHUS  MEXIAYHapOIAHOU
MHQOPMALIMOHHOM Cpembl, IV KOTOPOM XapakTepHsl MHp, 6Ge30MacHOCTS,
OTKPBITOCTb ¥ COTPYAHUYECTBO,

Xenas co3aaTsk NpaBoOBbIE M OPraHW3ANMOHHEIE OCHOBBI COTPYAHHYECTBA
Cropon B obnactu obecrieueHUs MEXIYHAPOAHOM HH(POPMALMOHHON
0€30IIaCHOCTH, MCXOAS M3  B3aUMHOIO  YBaKEHHUS  HE3aBHCUMOCTH,
‘CYBEPEHUTETA, UHTEPECOB ¥ TEPPUTOPHUAILHON 1ENOCTHOCTH, U KOTOPOE HE
HaNpaBJICHO Ha IIPUYMHEHNE Bpelia UHTepecaM TPeThel CTOPOHBI,

Cornacwiuce o HMKCCIIEAYIOIEM

Crarps 1
OcnoBublie yrpo3nl B o6/1acT obecneyenust
MexyHapoaHoil nudopmanuonnoi 6e3onacHoCTH

Ilpun ocyliecTBIEeHMH COTPYIHMYECTBA B COOTBETCTBUU C HACTOAIIUM
Cornamenvem CTOpPOHBI HCXOAAT W3 TOrO, YTO OCHOBHBIMH YIpO3aMH B
obnactu obecriedeHuss MEXTYHApOAHOM uHbOpPMANMOHHONW Ge30macHOCTH
SBJIAETCS KCNO0JIb30BaHNE HHYOPMAMOHHO-KOMMYHHKAI[MOHHBIX TEXHOJIOIHH!

1) nAns ocymecTBieHMs axKTOB, HaNpaBI€HHbIX HA HapylleHHe
CYBEPEHMTETA, 0€30I1aCHOCTH ¥ TEPPUTOPHAILHON IIEIOCTHOCTH T'OCY IapCTB;

2) il HaHeCEHUS IKOHOMMYECKOI'O W JApYroro yiepba, B TOM YHCIE
IIyTEM OKa3aHHUs IECTPYKTHUBHOTO BO3ACHCTBUS Ha 00BEKTH HHGOPMALIMIOHHOM

UHOPACTPYKTYPEI;

3) B TEPPOPUCTHUYCCKUX ILEAX, B TOM 4YHCIC I NponaraHibl
TEPPOpPHU3Ma U IIPUBJICYECHUSA K 'I‘CppOpI/ICTI/I'-IGCK()ﬁ JCATCIILHOCTH,

4) n[nsg COBepLICHMS NPECTYIUIEHHH, B TOM 4HCJIE CBA3aHHBIX C
HEIPaBOMEPHBLIM JOCTYIIOM K KOMIIBIOTEpHOW HHGOPMAaLUH, KOMITLIOTEPHBIM
ceTaM, cetu «HTepHeTy;




5) s BMeIIaTeNbCTBAa BO BHYTPEHHHME JieNia TOCYAApCTB, HapyIUeHHS
OOLLECTBEHHOIO IIOPSIAKA, PA3KUIAHKS MEXKHAIMOHANLHOMN, MEXpacoBOH M
MEeXKOH(ECCHOHANIBHON BpPaX(Ibl, NPOIAraH/(hl PACUCTCKUX M KCEHO(GOOCKHX
HACH W  Teopuil, IOPOXIAIOIIMUX HEHABUCTh U JUCKPUMMHALIMIO,
IOACTPEKAIOIIMX K HACHIIMIO ¥ HECTAOMIIBHOCTH, a TaKXKe IS JeCTabmIu3aiuu
BHYTPUIIOJIMTHYECKOH ¥ COLMANLHO-DKOHOMUYECKON OOCTAHOBKHY, HApyLIEHUS
YIPaBIIEHUS TOCYAAPCTBOM;

6) Ut pacnpocTpaHeHus HHGOPMALWK, HAHOCSAIIEH Bpe]] 06LIeCTBEHHO-

TIOJIUTUYECKOH 48 COUAIEHO-9KOHOMHMYECKOH CHCTEMAM, HyXOBHOﬁ,

HPaBCTBEHHOM M KyJLTYPHOH cpelie APYruX rocy1apcTB.

CrarTbs 2
O6mme NpUMHIHUNLI COTPYAHNYECTBA

1. Ctopons! OCYmECTBISIOT COTPYIHHAYECTBO B 00NacTH obecreyeHus
MEeXIyHapoaHOHW HMHGOPMalMOHHON 0e30IacHOCT B paMKaX HaCTOSIIETO
Cornamenus TakuM 06pa3oM, 4TOGB! TAKOE COTPYIHMEECTBO CIIOCOBCTBOBAIIO
COIMAJILHOMY ¥ DKOHOMMYECKOMY DPa3BHUTHIO, ObLIO COBMECTHMO C 3afayamu
NOAJepXKaHUsT MEXYHapoJHOro MHpa, Oe30macHOCTH ¥ CTaOMJIBHOCTH H
COOTBETCTBOBAIO OOILENPHU3HAHHBIM NPUHIMIIAM ¥ HOPMaM MEXIyHaPOHOTO
npaBa, BKIIOYas MPUHLMIBL B3aUMHOI'O YBaXKCHUS CYBEpEHHUTETA U
TEPPUTOPHAIILHON  LENIOCTHOCTH, MMPHOIO YpEryjMpOBaHUsS CIIOPOB M
KOH(IMKTOB, HENPHMEHEHUS CHJIBI M Yrpo3bl CHJION, HEBMEINATENLCTBA BO
BHYTPEHHHE [iela, YBa)XKCHUs IIpaB M OCHOBHBLIX CBOOOX YeNIOBEKa, a TaKXKe
OPHHOMIIAM  JIBYCTOPOHHEIO COTPYIHMYECTBA M  HEBMEIIATENbCTBA B
MHPOPMAIMOHHBIE pecypchl rocymapcts CTOPOH.

2. HdearensHocts CTOpoH B pamkax Hactosiuero CorjanieHus JoJKHA
OBITH COBMECTHMOM C 3aKOHOJATENsCTBOM rocyuapcts CtopoH. CTOpOHBI He
BMEINMBAIOTCS BO BHYTPEHHHME ieJla APYT Apyra, YBaXKaloT IpaBa U OCHOBHEIE
cBOOO/IBI YeNoBeKa, a TaKKe IMPHUHIMILI JBYCTOPOHHETO COTPYAHHYECTBA U
HEeBMENIAaTeNILCTBA B MH(OpMALMOHHbIE pecypcs! rocyaapcTea CTOpoH.

3. Kaxxpas CropoHa uMeeT paBHBIE [PaBa Ha 3aIHTy HHGOPMAILIMOHHEIX
PECYPCOB  CBOEI'0 TIOCYyJapcTBa OT HCIPABOMEPHOI'O HCIIONL30BAHUS U
HECaHKIMOHUPOBAHHOIO BMELIATEILCTBA, B TOM YHCJIE OT KOMIIBIOTEPHBIX

atak Ha HuX. Kaxjgas CTopoHa He OCYIIECTBISIET 110 OTHOLIEHMIO K APYroi

Cropone nmopoOHbIx neHcTBUil U OKaspiBaeT coueiictBue npyroii CTopoHe B
pealu3allii yKa3aHHBIX IIPaB. '

4. CTOpOHBI YB@XAIOT CYBEPEHHMTET U TEPPUTOPHUAIBHYIO LETOCTHOCTS,
YPEryJIMpyIOT CIIOpBI ¥ KOHMIMKTEI MUPHBIMU CIIOCODaMM, HE MCIIONL3YIOT CHITY
WIM yrpo3y INpUMEHEHMsA CWIbl; [IpWIaralor YCWius K TOMY, YTOOBI
vHbopMalMOHHas MHOpacTpykTypa © pecypchl rocymapctB  CTOpoH He
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HCIIONB30BANCE TPEThEH CTOPOHOM MNIs HaHeceHHMs yuiepba rocymapcTBam
Cropos.

Cratps 3
OcHoOBHbIE HANPABJICHHSA COTpPYAHHMYECTBA

1. C yd4eroM OCHOBHBIX Yrpo3, yKa3aHHBIX B CTaThe | HACTOSIIEro
Cornawenus, CTOPOHBI, YIIOIHOMOYEHHBIE MPEACTABUTENH M KOMIIETEHTHEIE
oprabl rocynapcts CTOPOH, KOTOPHIE ONPEAENSIOTCS B COOTBETCTBHH CO
craTbeit 5 Hacrosmero CornamreHus, OCYIIECTBISIOT COTPYAHUYECTBO B
obmacTa obecneueHHss MeXIyHapOAHOUW MH(MOPMALMOHHOM 6E30MacHOCTH IO
CJIENYIOLIMM OCHOBHBIM HaIlPaBJICHUAM:

1) yuacTue B pa3spaboTKe U IPOJBIXKEHNH HOPM MEXIyHApOIHOro IpaBa
B LENsAX OOecredeHrs] HAalMOHANBHOM M MeXAYHApOAHOW HH(POPMAalMOHHOI
0e30IacCHOCTH;

2) KOOpIAWHAIUs NPOTHBOJEUCTBHA yrpo3aM B 06nacTH obecreueHus
MEXIYyHapoJAHOH HMH(MOPMAaIMOHHON 0€30macHOCTH, YKa3aHHBIM B CTaThe |
Hacrosmero CornameHus;

3) obmeH uH(pOpMammell B MPaBOOXPaHUTENLHOM OOJACTH B LENAX
paccieoOBaHHs Jiel, CBA3aHHBIX C HCIOJNB30BaHHEM HH(OpMAIHOHHO-
KOMMYHHMKALMOHHEIX TEXHOJOIHMH B TEPPOPUCTUYECKMX H KPUMHHAIBHBIX
HeJiX;

4) cornacoBaHHe IyTeM MEPErOBOPOB M OCYLIECTBIIEHHE HEOOXOIHUMBIX
Mep  JIOBepHs,  CHOCOOCTBYIOIIMX  OOECHEeYEeHHI0O  MeXIYHapOAHOM
MH(QOpMaIIOHHOM 6€30I1aCHOCTH;

5) obmeH nHpOpManMell MexAy KOMIETEHTHBIMH OpraHaMH [OCYAApCTB
CropoH 1o Bompocam obecriedeHus: 6e30MacHOCTH, BKIIOYAs COTPYIHUYECTBO
MEXAy YNOINHOMOYEHHBIMH opraHamu rocyaapct8 CropoH B obiactd
pearupoBaHUs Ha KOMITBIOTEpHBIE HHIUJCHTEI,

6) obmen undopmanuell o 3akoHoHaTeNsCTBE rocymapcts CTOPOH IO
BonpocaM obecrieueHnss HHPOPMalHOHHOH 0€3011aCHOCTH;

7) coneiicTBHE COBEpIIEHCTBOBAHUIO JIBYCTOPOHHEH HOPMATUBHO-
npaBoBOH 6a3bl M IPaKTUYECKUX MEXAaHU3MOB COTPYLHHYECTBA IOCYAapCTB
CropoH B obecnieueHUN MeXIyHapoJHOH HHGDOPMAMOHHOM 0€30IIaCHOCTH;

8) yrmybnenue B3auUMOAEHCTBUS ¥ KOOPAMHAIMH JEATCILHOCTH
rocysapctB CtopoH 1o mnpobGnemMam ofecmedeHHs MEXIYHApOXHOM
nH(pOpMaLOHHON 0e30MacHOCTH B paMKaxX MEXIYHAPOIHBIX OpraHu3aldil
dopymoB (Bkmouass Opranuzanu6 O6beaunenHbrx Harmit, MexayHaponHsiit
COIO3 3JIEKTPOCBSI3M, MeXIyHapOJHYI0 OpraHH3alMI0 M0 CTAHAAPTHU3ALWH U

IpyTHe);




9) mposenenue pabouux BCTped, KOH(EPEHIMH, CEMUHAPOB U APYTUX
(GOpyMOB yIIOITHOMOYEHHBIX [IpeJICTABUTENEN U DKCIIEpTOB rocynapcTs CTOPOH
B chepe MeXITYHAPOHOM HHPOPMAIIMOHHOM 6E30aCHOCTH.

10) yxperulenne B3amMoOIEHCTBHS B 00ONAcTM IMOATOTOBKH KajpoB,
CTaXHPOBOK, OOMEH  cHeLpaqucTaMd B  cepe  MeXIyHapoaHOH
HHQOPMaIMOHHOH 6€30MaCHOCTH;

11) B3aumopelicTBHe B o6nacTH Inepefiaud TEXHOJOIMA B cdepe
MHPOPMALIMOHHON 6e30I1aCHOCTH B COOTBETCTBMM C 3aKOHOAATENHCTBOM
rocynapcts CTOpOH;

12) cospanue ycnmoBHH I B3aMMOJEUCTBHMS KOMIIETEHTHBIX OpPraHOB
rocynapcts CTOPOH B LieJsIX peayu3anuy HacTosmero Cornamenus.

2. CropoHbl MNM KOMIICTEHTHBIC Opraubl rocyiapcts CTOpPOH MOTYT
OIPEHENATs JpYyrHe HalpaBiCHUS COTPYIHUYECTBA IIyTEM MHChbMEHHOM
JIOTOBOPEHHOCTH.

Crarbs 4
Koopanunpyromue oprapbl

B umemax copelictBus  3¢¢exTHBHON  peanM3alldd  ITOJIOXKEHHMA
HaCTOSIILIEr O Cornamenus i YCTaHOBJICHHS HEIMOCPECTBEHHOTO
B3aumozekicteus  Mexnay Conuanucruueckoit PecrybGnukoit BreTHaM H
Poccuiickoit Pepnepanueit B  paMKax HACTOSILIIETO Cornamenus
KoopauHupyromumu opraHamu orpesieeHs!:

or Comunanucruyeckoit Pecrny6nuky BoerHam - MuHHCTEPCTBO
ob1ecTBeHHO Ge3omacHocTy;

ot Poccuiickoit Genepaiuu - anmapar Coser bezonacroctu Poccuiickoit
®enepanyy.

Ilpn nHeobxomumoctt CTOPOHBI MOIYT 3aMEHUTH KOOPAMHHPYIOLIMM
Oprad, He3aMeMJIUTEIbHO OIIOBECTUB B IIMCMEHHOW ¢GopMeE O TaKHuX
U3MeHeHusaX Apyryo CTOpoHy [0 JUIUIOMATHYECKUM KaHalIaM.

Cratpu 5
®opMbl M MeXaHU3MBI COTPYIHNYECTBA

1. IlpaktHyeckoe B3auMOJEHCTBHE IO KOHKPETHBIM HaIpaBIECHUAM
COTPYIHUYECTBA, IpeAycMOTpeHHBIM HacrosiuuMm CornamendeM, CTOpPOHEI
MOTYT OCYILUECTBJIATh 110 JIMHMU KOMIIETCHTHBLIX OpraHoB rocyaapcts CTOpOH,
OTBETCTBEHHBIX 3a peanu3anuio Hactosuero Cornaiienus, B Tedenue 60 mHei
co nus BCTynueHust Hacrosiuiero Cornamenus B cuity CTOPOHBI OOMEHSIOTCS
N0 JUIUIOMAaTHYECKUM KaHajaM JaHHbIMA O KOMIIETEHTHBIX OpraHax




rocymapcte  CTOpOH, OTBETCTBEHHBIX 33  pealu3alldio  HAaCTOSIIETro
Cornameuus.

2. B mensx co3jaHus TIPAaBOBBIX M OPraHu3allMOHHBIX OCHOB
COTPYIHMYECTBA [0 KOHKPETHBIM HAIpaBJIeHHsM KOMIIETEHTHbBIE OpraHbI
rocynapcts CTOpOH MOrYT 3aKIiO4aTh COOTBETCTBYIOIIME AOrOBOPEI
MEXBEIOMCTBEHHOI'O Xapakrepa.

3. C 1elIbI0 paccMOTpeHust Xofia peanu3aluy Hacrosuero CornaneHus,
obmeHa unbopMalpel, aHak3a ¥ COBMECTHOM OLEHKY BO3HHKAIOIIMX yrpo3
MEXIyHapoaHo MH(OpPMalMOHHOM 6e30macHOCTH, @ TaKXKe OIpeleeHus,
COTNacoBaHMA M KOOpAMHALMM COBMECTHBIX MEp pearupoBaHUs Ha Takue
yrpo3sl CTOpPOHBI IPOBOJAT Ha PEryJspHOM OCHOBE KOHCYJIbTallMH
YIIOJHOMOYEHHBIX X KOMIIETEHTHBIX OpraHoB rocynapcts CTOpPOH.

Vka3aHHBIE KOHCYIbTALMM MPOBOAATCA IO coriacoBanuio CTOpOH, 2
pasa B roz, nonepemenHo B Comuanucruyeckoid Pecrnybnuke BeetHaMm U
Poccuiickoit Penepanyu.

Kaxgas w3  CropoH  MOXET  HMHHLMUDPOBAaTh  IIPOBEACHUE
JIOTIOJNIHUTENBHEIX KOHCYJIBTALMH, [Ipeyiaras BpeMs ¥ MECTO UX NPOBEIEHU, &
TaKXe [IOBECTKY JIHS.

CraTbs 6
3amuTa HHPOpMaLHH

CropoHs! 06ecIeurBaloT HaUIeKAILYIO 3alMTy I[epefaBaeMod MK
co3ZaBaeMOil B XOJe COTPYAHHMUECTBa B pamkax Hactosuero CornameHus
uHbOpMaLMK, JOCTYIl K KOTOPOM orpaHudeH B COOTBETCTBHH C
3aKOHOHATEIECTBOM rocyaapcTs CTOpOH.

3amyra Takod MWHGOpPMALMH OCYLIECTBISETCS B COOTBETCTBHM C
3aKOHOJIATENLCTBOM ¥ (WJIM) COOTBETCTBYIOILIMMY HOPMATHBHBIMU IPaBOBBIMU
aKkTaMH rocynapctsa rnonmydaoweit Croponsl. Taxas uHopmanus He
packphlBaeTcs M He mepejaercs 6Ges muchMenHoro cornacus CTOpPOHBI
SBJISIOLIENCS CTOYHUKOM DTOH HHGOPMAIIHH.

Takast UHpOpMaLs o06o3Ha4aeTcs B COOTBETCTBHH v
3aKOHOJATENLCTBOM rocynapcts CTOpOH.

IMopsimox obmeHa uaopmanyeit,  coaepxamen CBEICHUS,
COCTAaBISIONME TIOCYHAapcTBEHHYIO TaiiHy Poccuiickort @enepauuy WM
cexpeTHile Matepuansl Coimanuctadeckoit PecrnyGinku BoeTHaMm, NOpAOK
3amMTEl  Takod uHpopmaumu  ompexpensiorcs  CornameHueM — MEXAy
IIpaBUTENBCTBOM ConnanucTu4yecKon Pecrrybnuxu BreTHam u
ITpasurensctBoM Poccuiickoit Pepepanuy 0 B3auMHOM 00eceyeHHH 3alUTEI
CeKpeTHBIX MaTepuaioB oT 27 mapra 2002 roxa.




Crarpa 7
duHaHCUpOBaHUe

1. CTOpOHLI CaMOCTOATCIBHO HECYT pacXxoMUbl, CBSI3aHHEBIE C Y4HacTHEM UX
HpeﬂCTaBHTeJIefl H OKCHEPTOB B COOTBCTCTBYIOUIMX MEPOIIPUATHAX IIO
BBIIIOJTHEHUIO HacTosmero Cornalenus.

2. B OTHOIGHMH NPOYMX pACXOAOB, CBA3AHHBIX C BBINOJHEHHEM
Hacrosiuiero Cornamenuss, CTOPOHBI B KaXJOM OT/AEIBHOM CIIydae MOTYT
COINIacOBBIBATE HMHOM IOPSAOK (UHAHCHPOBAHUS B COOTBEICTBUH C
3aKOHOJATENLCTBOM rocynapcts CTopoH.

Crarbs 8
OTrHomenne K IpYyraM MexaynaponbIM AOroBOpam

HaCToxmee Cornamenue He 3aTparuBaceT mnpaB U 00s13aTeNbLCTB KaXXJaou
n3 CTOpOH [0 JAPYTrUM MEXIOYHapOIHBLIM JOI" OBOpaM, YYaCTHHKOM KOTOPBIX
JABIISICTCS €€ rocy1apcTBo.

Cratpa 9
Paspemenne ciopos

Croponbl pemaioT CIopHbIE BOIPOCHL, KOTOPHIE MOTYT BO3HMKHYTh B
CBA3M C TOJIKOBAHHEM MM TNPUMEHEHHEM IIOJOXKEHUH HACTOSILETO
Cornamenus, myTeM KOHCYNbTAIMA M TIEPEroBOPOR MEXAY KOMIETEHTHBIMH
opraHamu rocyjgapcts CTOpoH u B cliydae  HeOOXOOMMOCTH IIO
JUILUIOMATHYECKUM KaHajaM. ‘

Cratbsu 10
3akaounTebHbIe IIOJOMKEH NS

1. Hacrosmee Cornamenue Bcrymaer B cwily Ha 30-# OeHbp co JuS
IOMy4YEeHUsT 1O JMIUIOMATHYECKUM KaHalaM IOCJIEIHEr0 IHCHMEHHOrO
yBEIOMIIEHMs O BeIoNHeHH CTOPOHAMH BHYTPUIOCYAAPCTBEHHEIX IIPOLIEAYD,
HEOOXOMMMBIX IJIsl IO BCTYIUIEHHUS B CHITY.

2. I'lo cornacuio Cropon B Hacrosimee CorjanieHae MOTYT BHOCHTBCS
H3MEHEHUS, SIBJISIOLIMECS HEOTHEMIIEMOM YacThio HacTosuero Coramesus u
‘ohopMIIAEMBbIE OT/IENBHBIMHU IIPOTOKOJIAML.

3. He#icreue Hacrosmmero CornanmeHuss MOXeT OBITh MPEKpaIeHo IO
ucreuenun 90 juel co gams  monydenuss opHod w3 CTopoH IO
AWUIUIOMaTHYECKUM KaHallaM MMCHMEHHOIO yBeXoMieHHs Apyroi CTOpOHEI O
€€ HaMEpEHMH NPEKPaTUTh AercTere HacTosmero Cornamenus. [Ipekpanenue
meiictBust  Hacrosmero CornameHuWss He — 3aTpardBaeT  MEpOIPHATHS,




‘OCYLIECTBIIIEMBIE B pamkax corpyaHuuecTBa CTOpPOH, WIM COrJIacOBaHHBIE
paHee.

4. B cnyyae mnpekpamienus JAedcTBHs Hacrosmero CornameHus
CTOpOHBI NPUHMMAIOT Mepbl M IOJHOTO BBLITONHEHUS OOA3aTENHCTB IIO
3aMTe MHQOpMalKMH, a TaKkKe OGECHeYMBAIOT BBHIOJHEHHE paHee
COTVIaCOBAHHBIX COBMECTHBIX paboT, NPOEKTOB ¥ MHBIX MEPOIPHUSATHI,
OCYLIECTBJIIEMBIX B paMKax Hacrosmero CorjalieHus ¥ He 3aBepPLIEHHBIX K
MOMEHTY NpeKpalieHus AeicTsus Hacrosmero Cornamexus.

CosepiieHo B T. Gym «_(6 » ceursi6ps 2018 r. B mBYX
SK3EMIUIAPAX, KaX/IbIA SK3EMIUIAD HA BHETHAMCKOM, PYCCKOM H aHIJIMHCKOM
A3bIKAX, IPUYEM BCE TEKCTHI HMEIOT OAMHAKOBYIO CHIy. B  ciyudae
BO3HMKHOBEHMSl PpACXOXJCHUM B TONKOBaHMM HCIIONB3YETCS TEKCT Ha
AHITIMHCKOM SI3BIKE.

3A IPABUTEJILCTBO 3A IIPABUTEJILCTBO

COIMAMMCTUYECKOH PECIIYBJIMKY BBETHAM POCCHIICKON GEJEPALIA

—

EYU BAH HAM CEPLEV AABPOR

Bamecrutens Murucrpd Ogerlorron Muny erp Unecpasinonx %A
g&gana&ﬁoafw




AGREEMENT
BETWEEN THE GOVERNMENT OF THE SOCIALIST REPUBLIC
OF VIET NAM AND THE GOVERNMENT OF THE RUSSIAN FEDERATION
ON COOPERATION IN THE FIELD OF
INTERNATIONAL INFORMATION SECURITY

The Government of the Socialist Republic of Viet Nam and the
Government of the Russian Federation, hereinafter referred to as the Parties,

Noting that considerable progress has been achieved in the development
and implementation of the latest information and communication technologies
that have a considerable impact on ensuring international information security,

Noting great importance of information and communication technologies
in social and economic development for the benefit of the entire humanity and in
maintaining international peace, security and stability in modern-day conditions,

Expressing concern over the threats linked to the possibilities of the use of
information and communication technologies for purposes inconsistent with the
tasks of ensuring international peace, security and stability, for the purposes of
undermining sovereignty and security of States and interference in their internal
affairs, violation of the citizens’ private life, destabilization of domestic
political, social and economic situation, fomenting of interethnic and
interconfessional strife,

Attaching great importance to international information security as one of
the key elements of the international security system,

Supporting the development and adoption under the auspices of the UN of
norms, rules and principles of responsible behavior of States in information
space in order to promote equal security for all countries,

Affirming, that state sovereignty and international norms and principles,
which flow from state sovereignty, apply to behavior of States within the
framework of activities related to the use of information and communication
technologies, and to their jurisdiction over information infrastructure within
their territory, and that a State has a sovereign right to determine and implement
public policy on matters related to the Internet information and
telecommunication network, including ensuring security,

Convinced that further build-up of trust and interaction between the
Parties in the field of the use of information and communication technologies is
an urgent necessity and corresponds with their interests,

Attaching major importance to the balance between ensuring security, and
respecting human rights in the field of the use of information and
communication technologies,




Seeking to prevent threats to international information security, to protect
the interests of information security of the States of the Parties in order to form
international information environment, for which peace, security, transparency
and cooperation are inherent,
| Wishing to establish legal and organizational foundation for cooperation
between the Parties in the field of international information security on the basis
of mutual respect for independence, sovereignty, interests and territorial integrity
and without intention to cause damage to the interests of any third Party,

Have agreed as follows:

Article 1
Major Threats in the Field of International Information Security

In cooperating in accordance with this Agreement, the Parties shall act on
the premise that the major threats in the field of international information
security are posed by the use of information and communication technologies:

1) for committing acts aimed at undermining sovereignty, security and
territorial integrity of States; '

2) for causing economic and other damage, including through destructive
impact on elements of information infrastructure;

3) for terrorist purposes, including for terrorist propaganda and
engagement in terrorist activities;

4) for committing crimes, including those connected with unauthorized
access to computer information, computer networks and the Internet network;

5) for interference into the domestic affairs of States, violation of public
order, incitement of interethnic, interracial and interconfessional strife, advocacy
of racist and xenophobic ideas and theories that ignite hatred and discrimination
and foment violence and instability and also for destabilizing domestic political,
social and economic situation and disturbance to state governance;

6) for dissemination of information harmful to socio-political and socio-
economic systems, spiritual, moral, and cultural environment in the States of the
Parties.

Article 2
General Principles of Cooperation

1. The Parties shall cooperate in the field of ensuring international
information security within the framework of this Agreement in such a way that




such cooperation promotes social and economic development and is compatible
with the objectives of maintaining international peace, security, and stability and
corresponds with the universally accepted principles and norms of international
law, including the principles of mutual respect of sovereignty and territorial
integrity, peaceful settlement of disputes and conflicts, non-use of force or threat
of force, non-interference in internal affairs, respect for human rights and
fundamental freedoms, as well as the principles of bilateral cooperation and
non-interference in information resources of the States of the Parties.

2. The activities of the Parties within the framework of this Agreement
shall be compatible with legislation of the State of the Parties. The Parties shall
not interfere in each other’s domestic affairs and shall respect human rights and
fundamental freedoms, as well as the principles of bilateral cooperation and
non-interference in information resources of the States of the Parties.

3. Each Party shall have equal rights to protect information resources of its
State from unlawful use and unauthorized interference, including from computer
attacks against them. Each of the Parties shall not take such action against the
other Party and shall assist other Parties in fulfilling the specified rights.

4. The Parties shall respect sovereignty and territorial integrity, settle
disputes and conflicts by peaceful means, not use force or threat of force; make
efforts in order to prevent the use of information infrastructure and resources of the
State Parties by a third party in order to cause damage to the States of the Parties .

Article 3
Major Areas of Cooperation

1. Talking into account the major threats listed in Article 1 of this
Agreement, the Parties, their authorized representatives and the competent state
authorities of the States of the Parties assigned in accordance with Article 5 of
this Agreement, shall cooperate in the field of ensuring international information
security in the following major areas:

1) participation in development and promotion of the norms of
international law to ensure national and international information security;

2) coordination of countering threats in the field of international
information security listed in Article 1 of this Agreement;

3) information exchange in the field of law enforcement in order to
investigate cases connected with the use of information and communication
technologies for terrorist and criminal purposes;




4) harmonization by way of negotiations and implementation of necessary
confidence-building measures contributing to ensuring international information
security;

5) information exchange between competent authorities of the States of
the Parties on the issues of ensuring security, including cooperation between
competent authorities of the States of the Parties in the field of response to
computer incidents;

6) information exchange on the legislation of the States of the Parties
related to ensuring information security;

7) assistance in improving bilateral legal and policy framework and
practical mechanisms of cooperation between the States of the Parties in
ensuring international information security; |

8) intensifying cooperation and coordination of activities of the States of
the Parties with regard to ensuring international information security within the
framework of international organizations and fora (including the United Nation,
International Telecommunication Union, International Standardization
Organization, etc.);

9) holding working meetings, conferences, workshops and other forums
of authorized representatives and experts of the States of the Parties in the field
of international information security;

10) strengthening interaction in the area of personnel training, internship,
exchange of specialists in the field of international information security;

11) cooperating to transfer technology in the field of information security
in accordance with the legislation of the States of the Parties;

12) creating conditions for interaction between competent authorities of
the States of the Parties for the purpose of implementing this Agreement.

2. The Parties and competent authorities of the States of the Parties may,
by written agreement, determine other areas of cooperation.

Article 4
Coordinating Authorities

In order to facilitate effective implementation of the provisions of this
Agreement and establishment of direct interaction between the Socialist
Republic of Viet Nam and the Russian Federation, the coordinating authorities
within the framework of this Agreement shall be determined as follows:

from the Socialist Republic of Viet Nam - the Ministry of Public Security;




from the Russian Federation - office of the Security Council of the
Russian Federation.

If necessary, the Parties may change the coordinating authority by
immediately providing a written notification of such changes to another Party
through diplomatic channels.

Article 5
Forms and Mechanisms of Cooperation

1. The Parties may ensure practical interaction in specific areas of
cooperation provided for by this Agreement through the competent authorities
of the States of the Parties responsible for the implementation of this
Agreement; within 60 days after the date of entry into force of this Agreement,
the Parties shall, through diplomatic channels, exchange data on the competent
authorities of the States of the Parties responsible for the-implementation of this
Agreement.

2. In order to lay the legal and organizational foundation for the
cooperation in specific areas, the competent authorities of the States of the
Parties may conclude relevant inter-agency agreements.

3. In order to review the implementation of this Agreement, to exchange
information, analyze and jointly assess arising threats to international
information security, as well as to determine, agree upon and coordinate joint
response measures against such threats, the Parties shall hold regular
consultations of designated and competent authorities of the States of the
Parties.
| The mentioned consultations shall be held, upon agreement between the
Parties, two times a year, in the Socialist Republic of Viet Nam and the Russian
Federation on a rotating basis.

Each Party may initiate additional consultations and suggest their dates,
venue and agenda.

Article 6
Protection of Information

The Parties shall provide appropriate protection of the information
transferred or generated in the course of cooperation under this Agreement,
access to which is limited by the legislation of the States of the Parties.




Such information shall be protected in accordance with the legislation
and/or relevant normative legal acts of the State of the receiving Party. Such
information shall not be disclosed or transferred without a written consent of the
Party transferring this information.

A Such information shall be duly marked in accordance with the legislation
of the States of the Parties. ‘

The exchange of information containing data constituting a State secret of
the Russian Federation or classified materials of the Socialist Republic of
Vietnam, as well as the procedures for protection of such information shall be
determined by the Agreement between the Government of the Socialist Republic
of Viet Nam and the Government of the Russian Federation on mutual
protection of classified information of 27 March 2002.

Article 7
Financing

1. The Parties shall independently bear the costs of the participation of
their representatives and experts in the relevant activities to implement this
Agreement. |

2. With regard to other costs related to the implementation of this
Agreement, the Parties may agree upon other financial procedures in each
particular case in accordance with the legislation of the States of the Parties.

Article 8
Relation to Other International Treaties

This Agreement shall not affect the rights and obligations of each Party
deriving from other international treaties to which its State is Party.

Article 9
Settlement of Disputes

The Parties shall settle the disputes that may arise with regard to the
interpretation or application of the provisions of this Agreement through
consultations and negotiations between competent authorities of the States of the
Parties and, if necessary, through diplomatic channels.




Article 10
Final Provisions

1. This Agreement shall enter into force on the 30" day following the date
of the receipt, through diplomatic channels, of the last written notification on the
completion by the Parties of their domestic procedures necessary for its entry
into force.

2. By mutual consent of the Parties, amendments may be made to this

~ Agreement, which shall be considered an integral part of this Agreement and
formalized as a separate protocols. |

3. This Agreement may be terminated 90 days after the receipt by either
of the Parties, through diplomatic channels, of a written notification from the
other Party of its intention to terminate this Agreement. The termination of this
Agreement shall not affect activities undertaken as part of the cooperation
between the Parties of formerly agreed.

4. In case of termination of this Agreement, the Parties shall take
measures to fulfill their obligations in the field of protecting information as well
as to implement formerly agreed joint activities, projects and other measures
carried out under this Agreement and not completed upon termination of this
Agreement.

Done at  Sochhi on “ 06 ” September 2018, in two
copies, in the Vietnamese, Russian and English languages, all of them being

equally authentic. In case of any discrepancies in interpretation the English text
shall be used.

FOR THE GOVERNMENT FOR THE GOVERNMENT
OF THE SOCIALIST REPUBLIC OF VIET NAM OF THE RUSSIAN FEDERATION
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SwXLké Lowxov

Hinister

Bur Nan Nom

Deguty Hinisder o Public Security




